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BEE AR EE, BOSUERIFRAN T Mendix 241 RATKRE B WA H
Mendix Studio Pro it & %41 .

WHE 8.3 ARRRF 2R

e A PER ST TSR, T LA T LA F R T RS WL B — 9T
Mendix SHHY, %4t RE0E R LAl . BRAECRIS ML), JROET %07 . B
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Project Security O X

Security level
Security level @ Off (O Prototype / demo () Production

No security is applied; users do not have to sign in and can access everything.

N
T, XA Mendix 0% A AR %, {H2 Mendix %4 R 263, —
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Users

Jimmy

Simone

Substitute teacher
John

Friend of John

Accountant

Users Roles

Director

Teacher

 mmainee |

Module Roles

System Registrations
Administrator Super User
T ) [ e

Invoicing
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Praject Security a X
Security level
Security level (Qoft () Prototype / demo (®) Production

Full security is applied. Configure administrator and anonymous access and define user roles and security for forms, microflows,
entities, and repors.

Check security @ ves (O No
If thers are no other errors, Mendix Studio Pro checks per user role whether farms that are accessible for a certain role only refer to

attributes and associations that are accessible for that same role. This assumes that each user role is indepandent and that users do
not need two or more roles to access functionality in your application,

Project status ~ Incomplete
Module status User roles Administrator Demo users Anonymous users Password policy

¢ Edit module security

Module Page access Nanaflow M el o REST access Entity access 8

UserManager

ﬂﬂ"J\F}?EL, DUEAIRZ BT o AEFRATAREEDT FUX LRI, 1 e AR E’Jﬂ’EﬁFJ

B 8.4: WEMHE =M
B S e ot by g SR N E I T Ml - WA AE S e oald w1 0 1 R D ST SN pri i
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Praject Security a X
Security level

Security level (O oft (O Prototype  demo (@) Production
Full security is applied. Configure administrator and anonymous access and define user roles and security for forms, microflows,
entities, and repors.

Check security @ ves (O No

If there are no other errors, Mendix Studio Pro checks per user role whether farms that are accessible for a certain rale only refer to
attributes and associations that are accessible for that same role. This assumes that each user role is indepandent and that users do
not need two or more roles to access functionality in your application,

Project status Incomplete
Module status User roles Administrator Demo users Anonymous users Password policy

¢ Edit module security

ACCass

Complete Incomplete Complete

Module Page access access access HicasE REST access Entity access

Incomplete . Complete Incomplete
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R FLAE S, BT A T 0T R

YHRE 8.4.1: B fE

M CARIE T 24249, nUINES Summerhill EERBERIBAHEI AT T . EH R
R ARG, AR e ISR, B CE R 5 TAEA L)
SR ERNIFAEIE S A,

I EWEZENET, LA,

2. Pl NP AT, RERARECY KeyUser. HiBiRE .

3. PR, KAt aY NIRRT, BUHET A, A7 aike Bt A Rk sh A 7
NE. M, RRAE B i B 2 Ve B B A

Add User Rale O *

MName

Employes

Creats module role in moedules:

UserManager
Administration

Atlas_Ul_Resources

|| Select/ desalect

| Ok Cancal

4. B S E B A DR RAE T E . BE BRI IR L.
ARG . BAMRRZBEEAT.



EHL, R AOAEIRRG E R E . BN, GRS AR T AR !
IR ENT T AU, BRI, PrCLEUERE L Summerhill f9A SRS
WAFRF R —CE

BHRE 8.5: BBz M

HE—ES 2, WEREEEISTH UserManager 1 7 — Mtk BE2THR
RGBT 2R E . ERERE R AT, P oo R X L A
BRI E SRVFHEDT R AT, )G, XU CRRIRE Z ATEE P A . IEIAETH
Hazeteh—8, BB MEBR, SAER 75T B AR A FRE 7.
Module Security Type 'Security’ O ®

Module rales Page access Manoflow access Microflow access Enfity access

[ New 7 Edit © Delete My Duplicate

Name . Documentation

@ o [ oo

o RS R LLEYE AT AT OB HUE IR AN F] U5 1) 20 AR B A €
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Module Security Type 'Security’ = a >

[ New " Edit (%) Delete [ Duplicate
Name: «  Documentation

Administrator

Employee

KeylUser

[Cok ]| cancel |

5. BRAFERAESCRNUR, B

Ref, oL E FRSRMAE, FrADEERT A A THRIRBUR 1o 3 TR,
T K v L DT AL ) V75 ) AR
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Module Security Type "Security’

Module roles  Page access  Nanoflow access  Microflow access  Entity access
Mote: Changes you make here modify the corresponding pages.

Open e
/" Open pag

Page Administrator Keylser Type

Department_MNewEdit

Department_Overview

Employee_MNewEdit

Employee_Owverview

Home_Web

PlanningPeriod_NewEdit

PlanningPeriod_Cverview

Shift_MewEdit

Skill_MWewEdit

0D 0000 R DD
DDEDD@EEEDg

R R R E R R E R R
EIE R R R R R R RE]

Skill_Owverview

5 Show usage

Document Object

OK

| =

4. RIS FARBRGE TR, SR A (8 T e B A U i AR




Module Security Type 'Security’ - O >

Module roles  Page access  Manoflow access  Microflow access  Entity access
MNote: Changes you make here modify the corresponding microflows.

" Open microflow

Microflow Administrator

@ ACT_Department_Employee_Ilmport...
@ ACT_Employee_Cancel
@ ACT_Employee_Save

5 Show usage

[@] [ ok ] Canedl |
5., RIHRE .

BOZRBCE Az e, Mea Ny iiminZiEE L 1 ViR R EIEN T —MES
T BRI B B 2 et

YHEE 8.5.3: 1% B Sk iy M AR
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Select Entities O >

Select more than one entity to create multiple access rules at once.

"] Department

[*] Employee

/] Planning Period

[r] Shift

[] Skl

[*] UnassignedShiftResult

Select / deselect all

K ]| Coree

4. WHEEBEEH MO, RENTEEHRE. BliEE.



Mew Access Rules

Documentation

Rule applies to the following module roles

W Admnistator

[ ] Employes
[ ] KeyUser

[m] Select [ deselect all

Create and delete rights
Allow creating new objects Allow deleting existing objects

Member read and write rights (also used as the default rights for new members)

() Mone () Read (@) Read, \write

e

5. FREEHETR, P SRR E
6. ULEC B E.

Mew Access Rules

Documentation

Rule applies to the following module roles
[ ] Administrator

¥4 Employee
[ ] KeyUser

[m] Select [ deselect all

Create and delete rights
[] &low creating new objects [ Allow deleting existing objects

Member read and write rights (also used as the default rights for new members)

() None (@) Read () Read, \rite

e




7. QIR N B AR NPT R T R PR BN RS AR
O tEERB) APARTFTAT . ERZMHLT, X4 Employeeld.

Module Security Type 'Security' O X

Module roles Page access Nanoflow access Microflow access Entity access
Note: Changes you make here modify the domain model.

D New / Edit ® Delete [h Duplicate

Entity 4. Module roles Create  Delete = Member access XPath constraint
Department Administrator Yes Yes Full Read, Full Write
Department Employee No No Full Read, No Write
Department KeyUser No No Full Read, Full Write
Employee Administrator Yes Yes Full Read, Full Write
Employee Employee No No Full Read, No Write
Employee KeyUser No No Full Read, Limited Write
PlanningPeriod KeyUser No No Full Read, Full Write
PlanningPeriod Administrator Yes Yes Full Read, Full Write
PlanningPeriod Employee No No Full Read, No Write
Shift Administrator Yes Yes Full Read, Full Write
Shift KeyUser No No Full Read, Full Write
Shift Employee No No Full Read, No Write
Skill KeyUser No No Full Read, Full Write
Skill Administrator Yes Yes Full Read, Full Write
Skill Employee No No Full Read, No Write

oK || cancel
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Project Security a >

Security level

Security level () Off () Prototype / deme (@) Production
Full security is applied. Configure administrator and anonymous access and define user reles and security for forms, microflows,
entities, and reports.

Check security @ Yes O Mo
If there are no other errors, Mendix Studio Pro checks per user role whether forms that are accessible for a certain role only
refer to attributes and associations that are accessible for that same role. This assumes that each user role is independent and
that users do not need two or more roles to access functionality in your application.

Project status () Complete

Module status  Userroles  Administrator Demo users  Anomymous users  Password policy

[ New  Edit (%) Delete

Administrator System.Administrator, Administration.Administrator, UserManager.Administrator
Employee Administration.User, System.User, UserManager.Employee

Administration.Administrator, System.Administrator, UserManager.KeyUser

Ok || Conce

3. #BARSERUR, Bl

PHEE 8.6: REMEEER

BORFED TR, ERRATHE, RIARSGHERE B, REMEE — Tk
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o K
o HHEXR
o AIENR
o HHZE
o HNZE

IARAER LA TP Curl + B4, K Boxml fllRE MR

Decision O X
Common
Caption ~
b
Decision Type (@ Expression () Rule
Expression
Expression wizard.

SEmployees/HasAccount

Line Column Errar

[ ok || cancel |

A 7SS TR R A, T LS — /MR, 24 HasAccount #¢% BN FLE, 1%
TR AT 53 TR — MK

VHEE 8.7.1: BIREMK
BULE, BB — R, BN E] HasAccount /NMALE, TS BEA— 184, H
TR RGFEWKS, SREHE HasAccount ¥ 5E 2 Mgk & 61 2 .



1. 7% Employee NewEdit U1 [f .
2. LR Has Account HLIEHEH, NG HT 4K,

LIass
Style
v Data son
Has accou... Yes No [Hastccount] Attribute
t> Go to attribute “ Design |
Selact attribute... Spacing

[Account, over associatio

Events

€T

Edit on change action

- _':g
1

i iti isi Edit on enter action
Name [Namel Edit condition for visible... g

Edit condition for editable... _ Edit on leave action

el _ sel

Edit caption F2 Hide en

Convert to check box Hide on

) Hicle on

El Extract snippet.. -

Last login = [LastLogir Wran i : Hesulting

rap in Ccontamer " Editﬂhi"

me Create building block... Editable

Blocked Yes Cut Ctrl+X Read-on
Copy Ctrl+C v Events

Active Yes Paste Crl+W EH chan

Delete Del ib ol

: On leave

User rale @ [UserRole Properties g * General

Orientati

3. NBihamBEEE G, RE g
4. FERPERRE LA TT7, BaFrgis, ald—SIniin. SaeiEsn
OCH_Employee_CreateDeleteAccount. .HHf%E

FEIER R A RTINS E . Mendix IIN TS E, KN MERES] “HT1T” Xt
SR/ NAAE O TR, AT DU A IE R T HasAccount B HEFPIRE, PAHIE 1%
JEBHERBRENE, BRRINETRE DK s, BINEHAERERTHEER
S EAKF. AL, BOIRERE.

5. B, BREALRMATIHRERED, PR HEERRRT .



Employee

O O
i —— i) Retrieve :o
O [m}

6. R EIED, AL RERIZHE Employee Account JCHK F i FEMK P X 4 .
PAHRE -
7. BN REFEHERVIEWROR L, ARG ERIT R I w25 -

Employee

O O

Retrieve

~ = Account by
— —
o SEmployee/Emp =(D

loyee_ Account

m} [m}

Account

8. UARAL Tk RS R, 3% Ctrl + M I B R LT . &4 SEmployee
A, A / TR AL HasAccount 25 . HLIHASE



Decision
Commaon

Caption

Decision Type

Expression

Accountneeded?

(V)

(@ Expression () Rule

Expression wizard. ..

SEm;:-'.oyeeﬂ

/" Userhanager.Departm ent_Employee_Security
#" UserManagerEmployee_fccount

/" UserManagerEmployee Department

5 Email

Q Employeeld
Eb Firsmame

Q) Gender

Q HasAccount

€5 Jobtitle
Eb Lasmame
Q) Phone
'Q‘} Specalty
5 Tide

Line

<

Fa)

A

no viable alterna

tive atinput'<EOF>'

BSEAT M TR AR AR 4T ). iX 2 KN Mendix ASFE1IE A 235 T HasAccount &
BN BIE AR I

9. AR RIAMPAAE, KHEHENR.




Emplayee

Emplayee
Retrieve
P -, Account by Account
(—»(9 — —0 = o
SEmployee/Emp needed? S
A . Condition value » true
Account Insert 3 false
Account | : X
. Reset bezier points
[ Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del
Properties

10. K5 BARFE N BIBRSR, A e, s LG EriiiE . M ik
FHRE.



Employee

Employee

Retriave
£ ~— Account by | Account
CH .—.'__,. E ) c -
B D semployee/Emp > TR e
oneq,,}ccount G
A{co_unt
Account
C) End event
Error event
Activity
| Decision
Merge
Object type decision
Loop

Continue event

Break event

Cancel

LLOROBT RS R AL B, 5 —NREBIA L,

Emiployee
Employee
. a [m]
Retrieve
Y — Account by Account
C—» ; EE— t
A 0 SEmployee/Emp needed?
loyee Account
O [m]

Account

Account



12, XA SRR B AR TR il 5 O 21 LU BORIG B P 0 O A7 . B
iR -

Decision O X
Commaon
Caption Do we need to create an account 7 o
b
Decision Type (®) Expression () Rule
Expression
| Expression wizard...

SAccount = emptyi

Line Column Errar

|mc||cana|

13. K NI B e A7 T R R B e 4 AP AL R B BN
14, FEE B AL I PRI LTI — MR X RGN . CORAE X ME s R R AP
s, TREAER BT,
1. K54kt 'E A System.UserRole
2. KYEHEWENE—
3. X R LIS UserRole_Employee
4. WHE XPath 23, W TFEIFR. XHNEREPRZHE M0 “AT” o
J& R AT DU FH e Th R 2 At dR R4 P 0 R




Retrieve Objects O pd

Retrieve
Source () By association (@) From database
Entity | System.UserRole | [ Select.. | [ Show |
Options
Range (O Al @ First () Custom
¥Path constraint
[id = '[3UserRole_Employee:]']
Line Column Ermror

Sorting

[ Mew (%) Delete | & Moveup W Move down

Attribute Sort order

Output

Type | System UserRole |

Ohied name |Usarﬂole_Emp1¢3=ee |
ok || camcal |

15, FEAR R WAL I — DRI R3] -

16. Wil BUERN R fF, Sl brde M A IBRRL ] (T pEas Ak P ik, e
TR, KR i (AR S A R AT B E R




Create Object

= o] pes
Action
Entity |Admini5trati0n.Account | | Select I | Show |
Commit @ Yes () Yeswithoutevents () No
Refresh in client @esi ONo

D New / Edit @ Delete | & Move up ¥ Move down
Member Member type Type Value

Output

Object name NewAccount |

o] oo

17. BB I R R VI, #RJ51%E$E UserManager.Employee_Account. i 3%
1B IwAE 2 F Ctrl-Space &3k $SEmployee Xt % . X 7E SEmployee X % F114Hr 41l
1) $NewAccount X 5 [AJE . — KRB, A5 HREHRE -




Edit Change ltem X

Member

FullName (String (200))

Email (String (200))

IsLocalUser (Boolean)

Name (String (100))

Password (Hashed string)

LastLogin (Date and time)

Blocked (Boolean)

Active (Boolean)

FailedLogins (Integer)

WebServicelser (Boolean)

IsAnonymous (Boolean
UserManagerEmployee_Account (UserManager Employee)
System.UserRoles (List of System.UserRole)
System.User_Language (System.Language)
System.User_TimeZone (System.TimeZone)

Line Column Error

OK Cancel
I |

18. B2 MoK, RPZEII VA B RSFAFRKSE LMD A P A BN . [ E
AN E BB SR B o BT DB BN “PasswOrd 7 (=505 F L 1)
15 o MTHAP4, T R TSR A FEE. {8 toLowerCase PRk
IRIERIE — A P 4.




Edit Change ltem

x
Member
[Name (String (100)) “
Type
@sSet (JAdd () Remove
Value

Generate

toLowerCase (5Employee/Firstname)

+

1 . 1
+
toLowerCase (5Employee /’Lastname)|

Line Column

Error

& ] s

19. AR A TAT DL SR, 08 M i B BN E

INERS ¥ BN PasswOrd St 2% 1 o

M IRAGR A N R, IR B




Edit Change Item
Member

Type
(@ Set () 4dd () Remove

Value

'Passwlrd"

20. ¥ System.UserRoles K1k % & & $UserRole_Employee.




Create Object O o

Action

Entity | Admiristration. Account | [Select] | Show |
Commit ® Yes () Yes withoutevents () Mo

Refresh in client ®Yes ()Mo

[ New # Edit (5 Delete | & Moveup W Move down

Member Member type Type WValue

UserManager.Employee_Ac., UserManager.Employee 5 SEmplayee

toLowerCase[SEmployee/Firstname)

0 | Mame String (100} Set FEEIR
toLowerCase[SEmployee/Lastname]

2y | Password Hashed string Set ‘Passwird’

/| System.UserRoles system.UserRole Set SUserRaole_Emplayee

Output
Object name NewAccourt |

OK || Cancel |

21. NI P RS EREE R, R AE LU RINE -

Employee
Employee

Usage
O O =
Retrieve ' ot Retri Create IE@.@,
m Account by < Account . cwr;ie dnn ? @ Use(tl‘:'l?:e Yom @ (Employee_Acco
SEmployes/Emp needed? - s Faia unt, Mame,
loyee_Account - o Password, UserR
T | ] O
Account UserRole_Employee NewAccount
Account m UserRole Account

.N:murg-

exists?

22. EERAORIES A AN B3 T2 T8 5% SRl A, A AR ZE X B sl W $2 52 5] 0k
FRIREER . BribZhh, ORIEIVNRIE S IR A, XA R — L,
BT A 7 TR A N B, CMEEA T B o 0 ER F &P Skl .




Employee

Employee
- i‘zt(r:uv:t by Account - Py - RS (CErﬁaptIzyAe(; Ajcn(lo
— i'o E— —m—> create an —M—> i UserRole from —P =
A 4 7 1
2 $Employee/Emp needed? accounits database unt, Name,
loyee Account Password, UserR
Account UserRole_Employee NewAqcount

Account UserRole Accgunt

o we ©
delete an
e —-—Dfalse
existing -

Account?

Commit
‘Employee’

A

23 AN RJE 8, MREAEFERAK, EEVREE, BHENRZK .
b, AT LU PP X R IR RIE S . KT A T K TR I B R, i
HANN B PR . CAE 2R 2 P Skl o

Employee
Employee
e T, — & B e e e
5 0 $Emplo eey/Em needed? create an i ;0 UserRole from }’;‘ unt, pNayme;
s i 5 account? database ! .
loyee_Account Password, UserR
Account UserRole_Employee NewAdcount

Account false false UserRole Accgunt

U0 we need 10

delete an o — Commit
existing - ’ F © Employee’
areniint?
l
(x] Delete Account =——» :O
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Employee
Employee

Select Module Roles X

Administrator

[]Employee
KeyUser

Create Ac(+unt

o 2 Do we need to Retrieve T

| e (G =

™ neededr etz Ol o % unt, Name,
account? database

Password, UserR

UserRole_Employee NewAdcount
UserRole Account

L0 we neea 10

delete an - Commit
E Select/ deselect all existing ) 1] ‘Employee’
arcount?
e l
o Delete Account ———— = =O
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Home

Welcome to your new app

Huto Al ol R Al T At
[ Gotoon click page (UserManager.Skill_Overview)
= Departments & Employesd ill Select on click page...

Generate on click page...

Edit on click action...

Extract snippet...

Wrap in container

Dissolve container

Create building block...

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del
Properties

2. ERRAEHT, ARERFTERAGKAS, JFIUNAE R T RIEE.



Condition for visibility O et

Context

Show the container

i® always | ! basedonattribute value | based on expression
Conditions based on context cannot be used outside a data container.

Module roles
[] Show the container for selected roles

Module role Wi
Administrator E

Employee

[] Checkiuncheck all

[ ok ]| Cancel

3. MHRIAEFERAEERIX R,

Atlas_Default » Home_Webh
[ Page [ ]| [ Dataview B2 Data grid [5 Template grid 5 Listview  Add widget.. Add building block..

Rl
Home
Welcome to your new app
Auto il Aol Ao il Rl
= Departments Employeed z Skills & Elanning Periods
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B a—HE AT BN R IEFIBCE demo users N HFEF .
HATHZEWRE, RaEANEREP LR,

Project Security

O X
Security level
Security level () off () Prototype /demo  (®) Production
Full security is applied. Configure administrator and anonymous access and define user roles and security for forms, microflows,
entities, and reports.
Check security ®Yes ()No
If there are no other errors, Mendix Studic Pro checks per user role whether forms that are accessible for a cerfain role only refer to
attributes and associations that are accessible for that same role. This assumes that each user role is independent and that users
do not need two or more roles to access functionality in your application.
Project status () Complete

Module status Userroles Administrator Demo users Anonymous users Password policy
Enable demo users @®Yes () No

Demo users are only available when running locally orin a Free App.
[ New / Edit ) Delete

User . Entity User roles
demo_administrator Account

Administrator

[ ok || canca |

2. BINHW T, RELEHINLA. # demo_user E % N demo_keyuser, SR/J5 6
=" demo_employee. Hi{fKt LIk E Y Administration.Account.



Add Demo User

| X
User name demo_employee
Password Passwords for demo users are automatically generated. Copy password to clipboard.
Entity ' Administration.Account B
User roles || Administrator

[m] Select/ deselect all

3. BB, MR TR OLE RS R G . BIERBHEIEA BT XA N AT, &
E=a7Ib S N8 ] S e (B

4. 2L “MxAdmin” FI SR FEGAER “17 . BT ESTH #2257 1
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Project Security

O

Security level

Security level () Off () Prototype / deme (@) Production
Full security is applied. Configure administrator and anonymous access and define user reles and security for forms, microflows,
entities, and reports.

Check security @® Yes () No
If there are no other errors, Mendix Studio Pro checks per user role whether forms that are accessible for a certain role only
refer to attributes and associations that are accessible for that same role. This assumes that each user role is independent and
that users do not need two or more roles to access functionality in your application.

Project status () Complete

Module status  Userroles  Administrator  Demo users  Anonymous users  Password policy

User name |I'u'IxAdrnin
Password [o (] Show password
User role Administrator

© ol
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AN AN
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Select user

demo_administrator

demo_keyuser

demo_employee
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